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Cybersecurity in the energy sector

A policy perspective 
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EU’s horizontal Security Framework 

Critical Entities 
Resilience 

Directive (CER)
NIS 2 Directive

Cyber 
Resilience Act 

(CRA)



Cybersecurity in the energy sector

• Cybersecurity Network Code for 
cross-border electricity flows 

• NZIA – implementing Act on 
criteria on cybersecurity in 
auctions for RES

• Risk assessment related to wind 
energy – Action#5 of the 
European Wind Power Action 
Plan

• Risk assessments related to 
solar



Review energy security framework 

Status update
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Main reasons to act: emerging challenges and weaknesses
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Why a revision?

→ Competitiveness

→ Cumbersome framework 

→ Lack of cross-sector interaction

→ Limited cross-border cooperation

→ A changing energy system

→ Climate change adaptation

→ New threats (cyber and physical)

→ Dependencies and geopolitical 
turbulences



Problem 1:

Regulatory 

provisions are not 

actionable and 

insufficient during 

crises

Objective 1

Operationalise the 

energy security 

framework, 

especially in case of 

crisis

Problem 3: 

Lack of cross-

sector interaction, 

blind spots to 

spillover effects

Problem 4: 

A changing energy 

system is 

reshaping the 

fundamentals of 

energy security.

Problem 5: 

Overreliance on 

unreliable 

suppliers, including 

new dependencies

Problem 6: 

Not equipped to 

tackle new threats, 

such as climate 

change impacts, 

cybersecurity and 

physical threats to 

critical energy 

infrastructure

Objectives

Problem 2: 

Limited cross-

border cooperation. 

Objective 2

Improve cross-

border cooperation 

among Member 

States

Objective 3

Ensure cross-sector 

consideration, taking 

a whole of system 

approach

Objective 4

Adapt to a changing 

energy system with 

new carriers 

throughout the 

transition

Objective 5

Diversification of 

supply, to reduce 

overreliance on 

unreliable suppliers

Objective 6

Incorporate new 

threats, addressing 

specificities of the 

energy sector

Problems

Problems and objectives



6. Crisis 
management & 

solidarity

5. Risk assessments

1. Protected customers, 
storage and supply 

standard 

3. Diversification

New SoS Framework

Building blocks

4. Resilience
• Climate change 

adaptation
• Cybersecurity
• Physical security

2. Infrastructure 
standard



Fitness check -  
Public 

consultation

Call for evidence for 
legislative proposal

Stakeholder 
workshop

End of consultant’s 
study

Adoption of 
the legislative 

proposal

Sep-Nov
2024

Oct
2025 

9 Oct
2025 

29 Sept 
2025

Sept - Oct
2025

Timeline

1st half
2026 

Joint ECG-GCG 
on the revision



Thank you
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Risk: disruption of grid through storage

Source: ENTSO-E
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Mitigation: segmented approach

• Mitigated as for 

traditional utilities

• Covered by NIS2 / 

NCCS

• To be mitigated by 

manufacturers

• Gaps in legislation



17

http://www.sungrow-emea.com/

https://www.sungrowpower.com/
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PRODUCT LEVEL
IoT Radio Equipment (EU)

OWNER/OPERATOR LEVEL
Critical Infrastructure

(ISMS / IACS)

SERVICES LEVEL
Data & Privacy Protection

EU RED

Regulation

EU NIS 2  GDPR

EU Cyber Resillience Act (CRA)
(Planned enforcement: 2027)

1)  Partially pending

EN 18031 IT: 
ISO 27001

OT: 
IEC 62443

Compliance 
Proof

National 

Implementations 1)
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Liable / 
Assigns

BENEFICIAL 
OWNER

Ensures

PLANT 
OPERATOR

Cloud 
Platform

PV / ESS
Other 

Equipment

PPC / EMS

ENERGY SYSTEM

OEM(s)

GRID 
OPERATOR

Demands /
Monitors

EPC
Demands /

Ensures

Liable: RED / GDPR / (CRA*)
Ensures: NIS2

Delivers

NIS 2 /
GDPR

NIS 2 / (CRA*)
RED / GDPR

NIS 2 / (CRA*)
RED / GDPR

* Planned enforcement of CRA: 2027
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• Intersecting Scope
• Duplicated Compliance Efforts

Regulatory 
Overlap

• Varying Thresholds
• Patchwork of Rules Management

Divergent National 
Implementation 
& Enforcement

• The Speed Mismatch
• Evolving Technology

Fast Innovation 
vs 

Slow Regulatory 
Processes



THANK YOU!
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The path to Battery 
Security in Europe

ESGC Brussells

October 2025

Stéphane ALAIMO



The missing piece of  the puzzle

ESGC Brussels October 20525



• The European grid won't survive without energy storage

• Batteries systems are connected digital systems

• Cyber-threats on electricity networks are booming

Battery systems are critical infrastructure

ESGC Brussels October 20526



United State

• 2008: NERC CIP : comes into force for bulk connected 

• 2014: NISTIR 7628 Guidelines for Smart Grid Cybersecurity

• 2016: NERC CIP : Inclusion of supply-chain controls

• 2025: NERC CIP : Explicit requirements for energy storage > 20MVA

European Union

• Before 2025:  Local initiatives

• 2025: NCCS Network Code on Cybersecurity (TSO and DSO)

• 2026: NIS 2 Directive on network and information systems

• 2028: CRA Cyber Resilience Act

Regulatory Timeline – USA vs Europe

ESGC Brussels October 20527



• No need of another standard.

• Leverage the CRA with:

- Batteries classified as Critical assets, with third-party certification

- Adopt or adapt IEC 62443 as harmonised baseline standard

Proposed path

ESGC Brussels October 20528



Why IEC 62443
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People & Organization
Strategic security

Security awareness and personel trainings, roles and 

responsabilities, corporate policy…

Process
Secure by design

Secure development Lifecycle with 

Thread & Risk analysis, Configuration 

and change management, 

Requirements traceability, Security 

testing and monitoring, Vulnerability 

management…

Technology
Defense-in-depth

Access control, Authentification, layer 

Hardening, Detection & monitoring

IEC-62443-4-1

ESGC Brussels October 205

IEC-62443-4-2



Secure batteries.

Secure the Energy Transition
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